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MDaemon Console vs. Remote Administration Feature Mappings

This guide maps where to configure key MDaemon Email Server features in the two

administrative interfaces: the desktop MDaemon Console (Configuration Session)
and the browser-based MDaemon Remote Administration (MDRA / WebAdmin).

breadcrumbs use “|”.

w7,

Paths reflect MDaemon Email Server v26.0. Console breadcrumbs use “»”;

MDaemon Console (desktop) top-level menus

File - Edit - Setup - Security - Accounts -

Queues -

MDaemon Remote Administration (browser) sections

Main -

Setup - ActiveSync -

Windows -

MDRA

Help

Security - Spam Filter - Messages and Queues - Logs - Reports

Note: The Console’s “Web & IM Services” splits into MDRA’s “Webmail Settings” + “Remote Admin Settings.” “Security Manager” (Console) and

“Security Settings” (MDRA) refer to the same consolidated dialog. As of v26.0 the “Trusted Hosts” dialog is renamed “Trusted Domains.”

Security

Feature
Dynamic Screening (DoS,

dictionary & brute-force;
auth-failure blocking)
Location Screening

IP Screening

Host Screening

IP Shielding

Tarpitting

Greylisting

Reverse Lookup

SMTP Authentication

SPF (Sender Policy Frame-
work)

DKIM signing & verification

DMARC

ARC (Authenticated Received

Chain)

‘ MDaemon Console (»)

Security » Dynamic Screening

Security » Security Manager »
Screening » Location Screening
Security » Security Manager »
Screening » IP Screen

Security » Security Manager »
Screening » Host Screen

Security » Security Manager »
Sender Authentication » IP Shield
Security » Security Manager » Other
» Tarpitting

Security » Security Manager » Other
» Greylisting

Security » Security Manager » Secu-
rity Settings » Reverse Lookup
Security » Security Manager »
Sender Authentication » SMTP
Authentication

Security » Security Manager »
Sender Authentication » SPF Veri-
fication

Security » Security Manager »
Sender Authentication » DKIM Sign-
ing/DKIM Verification

Security » Security Manager »
Sender Authentication » DMARC
Verification/Reporting/Settings
Security » Security Manager »
Sender Authentication » ARC Set-
tings

| Remote Administration (])

\ Notes
Security | Dynamic Screening

Security | Screening | Location Screen-
ing
Security | Screening | IP Screening

Security | Screening | Host Screening

Security | Sender Authentication | IP
Shield

Security | Other | Tarpitting
Security | Other | Greylisting

Security | Security Settings | Reverse
Lookup

Security | Sender Authentication | SMTP
Authentication

Security | Sender Authentication | SPF
Verification

Security | Sender Authentication | DKIM
Signing/Settings/Verification

Filtering DMARC failures
to spam is on by default
on new v26 installs.

Security | Sender Authentication |
DMARC Settings/Verification/Reporting

Security | Sender Authentication | ARC
Settings
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[Feature _— MDaemon Console (» Remote Administration () Notes

MTA-STS / RequireTLS
DNSSEC

SSL/TLS & Let’s Encrypt

Backscatter Protection

Sender / Recipient Block
Lists

Trusted IPs / Trusted Do-
mains (was “Trusted Hosts”)

Anti-Relaying (Relay Control)
Content Filtering

DNS Block Lists (DNSBL)
Detect & Disable Hijacked
Accounts

Detect Spoofed Email Ad-
dresses

Password Controls / Compro-
mised-Password Check

App Passwords

OAuth 2.0 (MultiPOP collec-
tion)

Two-Factor Authentication
(2FA)

Health Check utility

WebAuthn, CSRF tokens,
Remember-Me, HTTP head-
ers, INI editing

Security » Security Manager » SSL
& TLS » SMTP Extensions

Security » Security Manager » SSL
& TLS | DNSSEC

Security » Security Manager » SSL
& TLS (MDaemon / Webmail / Re-
mote Admin / Let’s Encrypt)

Security » Security Manager » Other
» Backscatter Protection

Security » Security Manager »
Screening » Sender/Recipient Block
List

Security » Security Manager » Secu-
rity Settings » Trusted IPs / Trusted
Domains

Security » Security Manager » Secu-
rity Settings » Relay Control
Security » Content Filter

Security » Spam Filter » DNS-BL
Security » Security Manager »
Screening » Hijack Detection
Security » Security Manager »
Sender Authentication

Accounts » Account Settings » Other
» Passwords

Accounts » Account Manager » (Ac-
count Name) » Account Settings »
App Passwords

Setup » Server Settings » MultiPOP

Accounts » Edit Account » (Account
Name) » Web Services

Anti-Spam / AntiVirus

Feature

MDaemon Console (»)

Security | SSL & TLS | SMTP Extensions
Security | SSL & TLS | DNSSEC

Security | SSL & TLS (also Main |
Webmail Settings; Main | Remote Admin
Settings)

Security | Other | Backscatter Protection

Let’s Encrypt automation
does not support cluster
secondary nodes.

Security | Screening | Sender Block List

Security | Security Settings | Trusted IPs = Renamed in v26.0.

/ Trusted Domains

Security | Security Settings | Relay
Control

Security | Content Filter (Rules, Attach-
ments, Compression)

Spam Filter | DNS-BL

Security | Screening | Hijack Detection
Security | Sender Authentication
Setup | Account Settings | Passwords

Main | Account Manager | (Account
Name) | App Passwords

Setup | Server Settings | MultiPOP

Main | Account Manager | (Account

Name) | Web Services
Security | Health Check MDRA-ONLY. Not
present in the desktop
Console.

MDRA-ONLY web-inter-
face options.

Main | Remote Admin Settings / Main |
Webmail Settings

Remote Administration (])

Spam Filter (scoring,
SpamAssassin 4.0, Bayesian
auto-learn, allow/block)

Spam Honeypots

Outbreak Protection (Zero-
Hour spam & virus / RPD)

MDaemon AntiVirus — inline
scanning (IKARUS / ClamAV)

AV Updater / update schedule

AntiSpam daemon (MD-
SpamD)

Security » Spam Filter

Security » Spam Filter » Spam
Honeypots

Security » Outbreak Protection

Security » AntiVirus » Virus Scan-
ning

Security » AntiVirus » AV Updater;
Setup » Event Scheduling » AntiVi-
rus Updates

Security » Spam Filter » Spam Dae-
mon (MDSpamD)

Spam Filter | Filter Settings

Spam Filter | Spam Honeypots
Security | Outbreak Protection

Security | AntiVirus Requires MDaemon Anti-

Virus license key.
Security | AntiVirus | AV Updater

Spam Filter | Filter Settings | Spam Dae-
mon (MDSpamD)
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[Feature __ MDaemon Consols (» Remote Administration () Notes

Groupware & Collaboration
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ActiveSync — enable

ActiveSync — domain settings
ActiveSync - policies / Mobile

Device Management

ActiveSync — remote wipe
Public Folder Manager

Public & Shared Folder global

settings
Shared Folders (per
+ACLs

CalDAV / CardDAV

MDaemon Connectol
Outlook

Calendar Free / Busy
Contact Synchronization

XMPP server /| MDaemon

Instant Messenger

Domains (Domain Manager)
Mailing Lists (List Manager)
Custom Branding (Webmail /

Remote Admin)

Clustering / cluster configura-

tion

Log Settings / logging

Gateways / Gateway

/ global | Setup » ActiveSync

Setup » ActiveSync » Domains
Setup » ActiveSync » Policy Man-
ager

Setup » ActiveSync » Clients (right-
click client)

Setup » Public Folder Manager

Setup » Server Settings » Public &
Shared Folders

account) Accounts » Account Manager » [ac-
count] » Shared Folders
Setup » Web & IM Services » Cal-
DAV & CardDAV

r for Setup » MDaemon Connector

Setup » Web & IM Services » Web-
mail » Calendar

Setup » Server Settings » Public &
Shared Folders

Setup » Web & IM Services » XMPP

Setup » Domain Manager
Setup » Mailing List Manager

Setup » Cluster Service

Setup » Server Settings » Logging

Manager Setup » Gateway Manager

(backup MX, forwarding)

Signatures (default /

Client Signatures (push to

Webmail / Outlook)

Queue Management

Event Scheduling (mail deliv-

ery; AV/AS updates)

LDAP / Active Directory

Archiving
Message Indexing

£

domain) = Setup » Server Settings » Signa-

tures; Setup » Domain Manager »
[domain] » Signatures

Setup » Server Settings » Signa-
tures » Default Client Signatures

Queues tab / Queue & Statistics
Manager

Setup » Event Scheduling

Accounts » Account Settings » Ac-
tive Directory

Setup » Server Settings » Archiving
Setup » Message Indexing

MDaemon®

technologies

ActiveSync
ActiveSync | Domain Management
ActiveSync | Policy Manager

ActiveSync | Client Management (select
client)

Setup | Public Folders | Public Folder
Manager

Setup | Public Folders | Public & Shared
Folders

Main | Account Manager | [account] |
Shared Folders

Setup | CalDAV & CardDAV
Main | MDaemon Connector
Main | Webmail Settings | Calendar

Setup | Public Folders | Public & Shared
Folders

Setup | XMPP Server

Main | Domain Manager

Main | Mailing List Manager

Main | Webmail Settings | Branding;
Main | Remote Admin Settings

MDRA-ONLY. Not
present in the desktop
Console.

CONSOLE-ONLY. MDRA
is not cluster-aware;
route MDRA to the pri-
mary node.

Logs | Log Settings
Main | Gateway Manager

Setup | Server Settings | Default Signa-
ture; Main | Domain Manager | (Domain)
| Signatures

Setup | Server Settings | Default Client
Signature; Domain Manager | (Domain) |
Client Signatures

Messages and Queues

Main | Remote Mail Delivery Schedule;
Security | AntiVirus | AV Updater

Setup | Active Directory

Setup | Server Settings | Archiving

Messages and Queues | Message
Indexing
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